
DURATION

12 Months 

QUALIFICATION OVERVIEW

The purpose of this qualification is to prepare learners to function as Cloud Administrators. A Cloud 
Administrator monitors, maintains, and troubleshoots networks of cloud platforms and computing 
resources thus ensuring the seamless delivery of all cloud services and maintains protocols to secure 
cloud environments against unauthorized access, threats, and other risks.

A qualified learner will be able to:
• Implement the cloud management service.
• Monitor and maintain specific elements of the cloud, cloud users, the cloud environment and

overall cloud performance.
• Maintain security protocols to secure cloud environments against unauthorised access, threats,

and other risks.

OCCUPATIONAL 
CERTIFICATE: 

CLOUD ADMINISTRATOR
NQF 4

(149 credits)
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WHO SHOULD ATTEND

The programme is intended for people who either have an interest in Information Technology or those 
that already work in the Sector.  These will be individuals that are either Internet-of-Things Developers 
as well as individuals who wish to further their careers into IoT Practitioners, IoT/Cloud Software Devel-
opers, or IoT Infrastructure Architects.
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DELIVERY METHOD

Face-To-Face / Virtual Training 

LEARNING OUTCOMES

Knowledge Modules 
• Introduction to Cloud Computing
• Cloud Computing Elements
• Containers, Cloud Native and Kubernetes
• Cloud Security, Risks, Vulnerabilities and Mitigation
• Data and Databases in the Cloud
• Fundamentals of Cloud Computing Platforms
• Introduction to Cloud Computing Governance, Legislation and Ethics
• 4th Industrial Revolution (4IR) and Future Skills
• Design Thinking Principles for Innovation

Practical Modules 
• Conduct Effective Sever Maintenance and Optimisation 
• Monitor On-Demand Availability of Data Storage, Storage Capacity and Storage Services over the 

Internet
• Provide Cloud Network Administration and Support for Optimal Performance
• Ensure Integrity of the Cloud Ecosystem by Implementing Security Measures
• Access and Visualise Structured Data Using Spreadsheets
• Participate in a Design Thinking for Innovation Workshop
• Function Ethically and Effectively in the Workplace

CONTACT

To enrol your Learners or for more information, please contact your Business Development Consultant 
on 0861 ILEARN or email info@ilearn.co.za.
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We offer a thorough pre-assessment process to align learners to appropriate qualifications and levels. 
Entry requirements for this qualification include:

PREREQUISITES

• NQF Level 4 qualification 
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LEARNING OUTCOMES

Workplace Module
• On-Demand Availability of Server Resources and Services over the Internet
• On-Demand Availability of Data Storage, Storage Capacity and Storage Services over the 

Internet
• Ensure Availability and Reliability of Network Connection According to Workflow and Security 

Protocols
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ELO 1:
Implement cloud solutions 
and services related to cloud 
computing, networks, security, 
and storage in a cloud 
environment.

Knowledge 
Module 

4 8 4 Days 
(Month 1)

252301001-K
M-01  Introduction to Cloud Computing 

PROJECT PLAN - SAQA: 118699 

Exit Level Outcome Type
Module

Numbers
NQF CreditClusters

Training 
Session Dates
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Qualification Induction

ELO 2:
Monitor and maintain servers 
and networks for optimal cloud 
performance and seamless 
delivery of all cloud services.

Knowledge 
Module 4 4252301001-K

M-03
 Containers, Cloud Native and Kubernetes 

Cluster 2: Cloud and Server Maintenance

Practical 
Module 4 8

252301001-P
M-01  Conduct Effective Sever Maintenance and Optimisation

4252301001-K
M-02  Cloud Computing Elements 8

Cluster 1: Feedback and Remediation- Cloud Computing 1 Day

Cluster 2: Feedback and Remediation - Cloud and Server Maintenance 1 Day

ELO 4:
Apply security configurations and 
compliance controls to meet 
cloud infrastructure require-
ments. 

Knowledge 
Module 4 3252301001-K

M-04  Cloud Security, Risks, Vulnerabilities and Mitigation  

Practical 
Module 4 8252301001-P

M-04
Ensure Integrity of the Cloud Ecosystem by Implement-

ing Security Measures

Workplace _Logbook Submission 252301001-W
M-01

 On-demand Availability of Server Resources and 
Services over the Internet

20 Month 54

Cluster 3: Feedback and Remediation - Cloud Security 1 Day
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4 Days 
(Month 2)

Cluster 1: Cloud Computing 

5 Days 
(Month 3)

5 Days 
(Month 4)

Cluster 3: Cloud Security 



ELO 3:
Monitor on-demand 
availability of data, data 
storage and storage 
capacity in line with the life 
cycle of data storage and 
hardware architecture.

Knowledge 
Module 4 6

3 Days 
(Month 5)                      

252301001-K
M-05

 Data and Databases in the Cloud

PROJECT PLAN - SAQA: 118699  

Exit Level Outcome Type
Module

Numbers
NQF CreditClusters Training 

Session Dates
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Qualification Induction

ELO 2:
Monitor and maintain servers 
and networks for optimal 
cloud performance and 
seamless delivery of all cloud 
services.

Knowledge 
Module 4 3

2 Days 
(Month 7)                       

252301001-K
M-06

Fundamentals of Cloud Computing Platforms

1 Day

Workplace _Logbook Submission 
252301001-W

M-02

On-demand Availability of Data storage, 
Storage capacity and Storage services over the 

Internet 
16 Month 94

Practical  
Module 4252301001-P

M-02
 Monitor On-Demand Availability of Data Storage, 

Storage Capacity and Storage Services over the Internet 8

Cluster 4: Feedback and Remediation - Data Storage 1 Day
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ELO 4:
Apply security configurations 
and compliance controls to 
meet cloud infrastructure 
requirements. 

Knowledge 
Module 

4 1

3 Days 
(Month 9)                       

252301001-K
M-07

 Introduction to Cloud Computing Governance, 
Legislation and Ethics 

4 4252301001-P
M-07

 Function Ethically and Effectively in the Workplace 

1 Day

Practical 
Module 

Cluster 6: Compliance Requirements 

4 Days 
(Month 6)                      

Cluster 6: Feedback and Remediation - Compliance Requirements 

ELO 2:
Monitor and maintain servers 
and networks for optimal 
cloud performance and 
seamless delivery of all cloud 
services.

Knowledge 
Module 4 4

5 Days 
(Month 10)                       

252301001-K
M-08  4IR and Future Skills 

4 8252301001-P
M-05

Access and Visualise Structured Data Using 
Spreadsheets 

1 Day

Practical 
Module 

1 Day

Cluster 4: Data Storage 

Cluster 5: Cloud Performance 

4 16252301001-P
M-03

 Provide Cloud Network Administration and Support for 
Optimal Performance 

Practical 
Module 

7 Days 
(Month 8)                       

Cluster 5: Feedback and Remediation - Cloud Performance 1 Day

Cluster 7: Feedback and Remediation - Future Skills in Cloud Administration 1 Day

Cluster 7: Future Skills in Cloud Administration



3 Days 
(Month 5)                      

2 Days 
(Month 7)                       

ELO 1:
Implement cloud solutions and 
services related to cloud 
computing, networks, security, 
and storage in a cloud 
environment

2 Days 
(Month 11)

PROJECT PLAN - SAQA: 118699  

Exit Level Outcome Type Module
Numbers

NQF CreditClusters Training 
Session Dates

info@ilearn.co.za | www.ilearn.co.za | 0861 453 276

Qualification Induction

Practical  
Module

Cluster 8: Feedback and Remediation - Innovation Principles

Workplace _Logbook Submission 252301001-W
M-03

Ensure of Availability and Reliability of 
Network connection according to Workflow 

and Security protocols 

1 Day

20 Month 124
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3 Days 
(Month 9)                       

252301001-P
M-06

Participate in a Design Thinking for Innovation 
Workshop  4 3

4 Days 
(Month 6)                      

5 Days 
(Month 10)                       

1 Day (Month 12)

1 Day (Month 12)

1 Day 

1 Day 

1 Day 

7 Days 
(Month 8)                       

Knowledge 
Module 

252301001-K
M-09  Design Thinking Principles for Innovation 4 1

Cluster 8: Innovation Principles 

FINAL REMEDIATION 

MOCK EXAM 

EXTERNAL INTEGRATED SUMMATIVE ASSESSMENT (EISA)

PREPARATION FOR EISA RE-WRITE

EXTERNAL INTEGRATED SUMMATIVE ASSESSMENT (EISA) - SECOND ATTEMPT


